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Protect Yourself from Fraud - Helpful Links

Cyber Fraud

e Federal Trade Commission — How to Recognize and Avoid Phishing Scams —
https://consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams

e Federal Trade Commission — How to Recognize, Remove, and Avoid Malware —
https://consumer.ftc.gov/articles/how-recognize-remove-avoid-malware

e Federal Trade Commission — Report identity theft and get a recovery plan —
https://www.identitytheft.gov/#/

e  Privacy Affairs — Dark Web Price Index 2022 (new) — https://www.privacyaffairs.com/dark-web-
price-index-2022/

Password Management

o Have | Been Pwned? — Website to check to see if your email address or phone number has been part
of a breach and actions you can take to achieve better security — https://haveibeenpwned.com/

e CNET — Best Password Manager to Use for 2022 — https://www.cnet.com/tech/services-and-
software/best-password-manager/

e 2FA Directory — Database of websites and whether or not they offer Multi-Factor Authentication —
https://2fa.directory/us/

*Please note: These items provided are for informational purposes only. They do not constitute an endorsement or an approval by Dedham
Savings or its employees of any of the products, services or opinions listed. Neither Dedham Savings nor its employees bear responsibility for
the use, administration, and maintenance of any of the products, services, or opinions listed.
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